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SAML / Shibboleth Authentication

To configure SAML / Shibboleth authentication, we would just need to exchange metadata. You can obtain our service
provider metadata for our test site at the URL below:

https://migratecandidate.gradleaders.com/[SCHOOLtenant]/SAML/metadata.ashx

Our service provider metadata for your production site is below:

https://candidate.gradleaders.com/[SCHOOLtenant]/SAML/metadata.ashx

These are examples, please submit a request to our support team, support@gradleaders.com for the specific url for your

school.

Please be sure to insert both metadata to ensure a smooth transition from the test site and into the production site. We
would need your identity provider metadata so we can insert it on our side. Additionally, can you provide us with the
credentials of a test user that can be authenticated so we can confirm a successful authentication? We will need the test
user's username, email address and password. Lastly, for all successfully authenticated users, we are expecting to receive
2 attributes for each user:

1. UserID (this would be username in GLCC)
2. Email Address (this is “Email Address” in GLCC)

Please specify the SAML attributes of how you will be passing over those 2 attributes. Below is the default SAML
attributes we are looking for (this can be updated if your SAML attribute names are different):

e Name="urn:userld"
¢ Name="urn:emailAddress"
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